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DATA PROTECTION POLICY

The German Development Institute / Deutsches Institut fur Entwicklungspolitik (DIE)
takes the protection of your personal data very seriously. We process personal data
collected on visitors to our websites in accordance with the General Data Protection
Regulation (EU GDPR). We neither publish your data, nor forward it to third parties
without authorisation.

Personal data refers to individual information about the personal and factual
circumstances of an identified or identifiable individual, such as his or her e-mail
address. It does not refer to information that cannot be traced back to you as an
individual. We can only collect and process your personal data with your consent or if
we are permitted to do so by statutory law. For this website, personal data comprises
your access data and any details you provide as part of registering for an event or
subscribing to a newsletter or press release mailing list. The personal data we collect
on you will be used by us for the exclusive purpose of operating and improving this
website. This data will not be forwarded to third parties or used for any other purpose.

Below is an outline of the data we collect on you when you visit our websites and the
particular purposes for which this data is used:

Collection and processing of data on website visitors

Each time you access this website, data on your visit is automatically stored in a log
file. This data is used exclusively for statistical purposes and as a means of improving
our website, and is not analysed in a way that can be traced back to you as a person.
The following individual data is stored:

IP address of the connecting computer

Date and time of access

Name and URL of the data accessed

Data volume transmitted

Notification of whether data was successfully accessed
Identification data of the browser and operating system used
Website from which the data was accessed
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This data is processed for the purpose of allowing use of the website (establishing a
connection), ensuring system security, facilitating technical administration of the
network infrastructure and optimising our website. The IP address will only be analysed
in the event of an attack on DIE’s network infrastructure.

Your personal data will not be processed for any other purposes than those stated
above, unless you explicitly opt in to it being processed further. Pseudonymised user
profiles may be created as per the information on web analytics.

Matomo web analytics

The DIE website uses the open source web analytics service Matomo, which utilises
cookies. These text files are stored on your computer and allow us to analyse the way
you use our website. To this end, information generated by the cookies on your use of
this website is stored on our server. Your IP address is anonymised prior to the
information being stored.

Under no circumstances is the information generated by the cookies on your use of this
website forwarded to third parties. You can change the settings of your browser
software to prevent cookies being stored; however, we should point out that you may
not be able to make full use of all the functions of this website as a result.

You can deactivate storage and use of your data here if you do not consent to it. In this
case, an opt-out cookie will be placed in your browser to prevent Matomo storing your
usage data. If you delete your cookies, this will also result in the Matomo opt-out
cookie being deleted. You will then need to reactivate the opt-out cookie when you next
visit our website.

You can decide whether to permit a unique web analytics cookie to be stored in your
browser in order to allow the website operator to collect and analyse a range of
statistical data.

If you decide not to permit this cookie to be stored, then you can click on the following
link in order to store the Matomo deactivation cookie in your browser.

Matomo Web Analytics is currently collecting information on your visit to this
website. Click here to stop data being collected on your visit.

Sie haben die Moglichkeit zu verhindern, dass von Thnen hier getétigte Aktionen analysiert
und verkniipft werden. Dies wird Ihre Privatsphire schiitzen, aber wird auch den Besitzer
daran hindern, aus Ihren Aktionen zu lernen und die Bedienbarkeit fiir Sie und andere
Benutzer zu verbessern.

Ihr Besuch dieser Webseite wird aktuell von der Matomo Webanalyse erfasst.
Diese Checkbox abwiéhlen fiir Opt-Out.
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Social Plugins

Facebook-Plugins (Like-Button)

Our website integrates plugins from social network Facebook, provided by Facebook
Inc., 1 Hacker Way, Menlo Park, California 94025, USA. You can recognise the
Facebook plugins by the Facebook logo or the “Like” button on our website. An
overview of the Facebook plugins is available here:
developers.facebook.com/docs/plugins/.

The plugin allows you to establish a direct connection between your browser and the
Facebook server when visiting our website. As a result, Facebook is informed that you
have visited our website with your IP address. Clicking on the Facebook “Like"” button
while logged in to your Facebook account enables you to link content from our website
to your Facebook profile. This allows Facebook to link your visit to our website with
your user account. We wish to point out that, as the website provider, we do not
receive any information on the content of the transmitted data nor on how it is used by
Facebook. Further details are available in Facebook’s Data Policy at https://en-
gb.facebook.com/policy.php. If you wish to prevent Facebook from linking your visit to
our website with your Facebook user account, please log out of your Facebook user

account.

Twitter

Features of online news and social networking service Twitter are integrated into our
website. These features are provided by Twitter Inc., 1355 Market Street, Suite 900,
San Francisco, CA 94103, USA. Using Twitter and its retweet function creates a link
between the websites you have visited and your Twitter account, making other users
aware of these visits. In the process, data is also transmitted to Twitter. We wish to
point out that, as the website provider, we do not receive any information on the
content of the transmitted data nor on how it is used by Twitter. Further details are
available in Twitter’s Privacy Policy at twitter.com/privacy.

You can change your Twitter data privacy settings under account settings at:
http://twitter.com/account/settings.

LinkedIn

Our website uses features of the network LinkedIn, provided by LinkedIn Corporation,
2029 Stierlin Court, Mountain View, CA 94043, USA. Each time you access one of our
website pages that contains LinkedIn features, a connection is established with the
LinkedIn servers. LinkedIn is informed that you have visited our website with your IP
address. If you click on the LinkedIn "Recommend” button while logged in to your
LinkedIn account, LinkedIn is able to connect your visit to our website with your user
account. We wish to point out that, as the website provider, we do not receive any
information on the content of the transmitted data nor on how it is used by LinkedIn.

Further details are available in LinkedIn’s Privacy Policy at:
https://www.linkedin.com/legal/privacy-policy

YouTube
Our website uses plugins from the YouTube site, which is run by Google. The website
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operator is YouTube, LLC, 901 Cherry Ave., San Bruno, CA 94066, USA. If you visit any
of our website pages with a YouTube plugin, then a connection is established with the
YouTube servers, informing them of the pages you have visited.

If you are logged in to your YouTube account, then YouTube is able to assign your
browsing activity directly to your personal profile. You can prevent this happening by
logging out of your YouTube account.

Further details on how user data is handled are available in YouTube’s Privacy Policy at:
https://policies.google.com/privacy?hl=en-GB

Orders
When you order publications via our websites, we use your address details for the
exclusive purpose of processing your order.

Consent to further use

The use of certain services on our website, such as newsletters, may require prior
registration and further processing of personal data, such as the long-term storage of
e-mail addresses. We will only use such data if you have transmitted it to us and
expressly opted in to its use in advance. In the following cases, we will request your
consent separately:

Subscribing to the Newsletter, the Current Column, thematic e-mails and the
press release mailing list

You can register to receive our Newsletter, the Publication Update, the Current Column,
press releases and thematic e-mails regularly by completing the registration form. As a
minimum, we will require your e-mail address for this purpose. Any other details you
provide are voluntary and will only be used with your consent, for example, in order to
get in touch with you personally and clarify any issues with your e-mail address. In
order to send you items by post, we require your address details.

We use the double opt-in procedure for registration, which means that we will not send
you any e-mails until you have confirmed your registration after sharing with us your
e-mail address by clicking on a corresponding link in an e-mail we send you. Your
registration and confirmation will be logged. This is designed to ensure that it is really
you that has registered yourself as the user of the e-mail address provided to us. Our
newsletter service will not accept any further registrations under this e-mail address
until you have provided confirmation.

We will use this data for the exclusive purpose of sending out the requested
information and offerings.

We use the software Newsletter2Go for our newsletters, which involves your data
being transmitted to Newsletter2Go GmbH. Newsletter2Go is prohibited from selling
your data and from using it for any purpose other than sending out newsletters.
Newsletter2Go is a certified German service provider and has been selected in
accordance with the requirements of the General Data Protection Regulation and the
German Federal Data Protection Act.
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You can find more information here: www.newsletter2go.co.uk/information-for-
newsletter-recipients/

You can revoke at any time your consent to the storage of your data and e-mail
address, and to their use for sending you the newsletter. Simply use the unsubscribe
link in the newsletter for this purpose.

Online application for the Postgraduate Training Programme

The personal data collected in the online application form for the Postgraduate Training
Programme is used for the exclusive purpose of processing your application. Your
personal data is only disclosed to persons involved in the application process. These
individuals are required to uphold the confidentiality of your data. Your personal data
will not be forwarded to third parties. The data of applicants that are not selected will
be deleted once the application process has ended.

Applicant Data
Applicants are subject to the privacy notices mentioned here as well as the additional
information on processing, storage and deletion mentioned in the applicant portal.

Tracking

Newsletter2Go records user behaviour with regard to click, open and unsubscribe rates.
In so doing, it complies with the requirements of the General Data Protection
Regulation and ensures that the collected data is not merged with personal data in
order to prevent individuals being identified personally.

Registering for events

Data transferred to us as part of the online event registration process is used by us for
the exclusive purpose of processing your registration. Your data will not be used for
purposes unrelated to the registration process and in particular will not be transmitted
to third-party companies without your explicit consent.

Security

DIE takes technical and organisational precautions to protect the personal data it
collects against intentional or unintentional manipulation, loss and destruction, and to
prevent it being accessed by unauthorised individuals. We make ongoing improvements
to our security measures in line with technological developments.

Links to websites of other providers

Our websites may contain links to websites of other providers. We wish to point out
that this data protection policy applies exclusively to websites operated by DIE. We

have no influence over, nor do we check whether other providers are compliant with
relevant data protection requirements.

Right to information and contact details

You have a right to be informed of the personal data we store on you, as well as a right
to have that data blocked, deleted and, where it is incorrect, corrected.
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If you wish to be informed about the personal data we keep on you, to have your
personal data corrected or deleted, or if you have further questions about how we use
the personal data you provide to us, please contact: datenschutz@die-gdi.de

Incorporation, applicability and currency of the data protection policy

Our data protection measures are always subject to technical updates, which is why we
ask you to keep yourself informed of these measures by viewing our data protection
policy on a regular basis.

By using our website, you consent to the aforementioned use of your data. The data
protection policy, dated 17 May 2018, is currently applicable.

Deutsches Institut fiir Entwicklungspolitik (DIE)
Tulpenfeld 6

D-53113 Bonn

Telefon +49(0)22894927-0

Fax +49(0)22894927-130

DIE@die-gdi.de
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